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ATTEST
CyberTwice ATTEST for Teams is a 4th generation Collaboration Compliance Recording solution, in-
house designed and developed with the principle of multi-tenancy in mind. It is 100% based on Azure 
without 3rd party components.

ATTEST for Teams supports recording of Voice, Video and Meetings (including shared presentations, 
documents) and is an open, easy adoptable, affordable and more advanced alternative for premise 
or other cloud based (compliance) recording solutions.

ATTEST for Teams adopted Microsoft security standards such as encryption, secure transport and 
Azure Key Vault and is integrated with Azure Cognitive Services for wide-ranging Analytics tasks and 
through API with a variety of surveillance and business intelligence solutions

This manual
This manual describes the procedure for the purchase and configuration of  CyberTwice ATTEST for 
Teams.  

Steps to follow

There are three steps to follow:

•	 Step 1: Purchase of ATTEST. Describes the purchase procedure of ATTEST in Microsoft Azure
•	 Step 2: Configuration of ATTEST. Describes the mandatory settings needed to get ATTEST up 

and running
•	 Step 3: Set up ATTEST Replay in Microsoft Teams. Instructions on how to add the ATTEST 

Replay component to Microsoft Teams.
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Prerequisites
To be able to purchase and use CyberTwice ATTEST for Teams, the following prerequisites apply:
 
•	 Microsoft Office 365 with Teams 
•	 A Microsoft Azure Pay-as-you-Go subscription (or other paid Microsoft Azure subscription)

If you do not already have an Azure pay-as-you subscription, please follow the link below to get a 
Azure Pay-as-you-go subscription:

	 https://www.cybertwice.com/purchasing-attest-via-pay-as-you-go

Note:
During the purchase & activation process, you will be redirected to the CyberTwice ATTEST 
Management Portal to activate your ATTEST subscription. When loging in to the ATTEST 
Management Portal, please use the same admin user as used to purchase CyberTwice ATTEST 
for Teams.
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Step 1: Purchase of ATTEST
Follow the instructions below to purchase CyberTwice ATTEST in Microsoft Azure.

Purchase in Microsoft Azure 

•	 Click on the following link to go directly to Azure: https://azure.microsoft.com

Microsoft Azure - SaaS
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•	 Click on ‘SaaS’ to open the SaaS section

Microsoft Azure - SaaS section

•	 Click on ‘Create’ to create a new SaaS product -> The Marketplace will open

Microsoft Azure - SaaS Marketplace
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Microsoft Azure - SaaS Marketplace - Search

•	 Search for ‘cybertwice’
•	 Select ‘CyberTwice ATTEST for Teams’

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams
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Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

•	 Choose the desired plan (in this example the ‘Business Package Plan’)

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams
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•	 Click on ‘Subscribe’ to start the purchasing procedure -> You’ll be redirected to a new screen

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

CyberTwice ATTEST for Teams needs to be placed in a Microsoft resource group*.
•	 Click on ‘Create new’ to create a new resource group (in this example) or select an existing 

resource group

* Manage resource groups - Azure portal - Azure Resource Manager | Microsoft Learn

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams
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•	 Name the new resource group

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

•	 Select the desired resource group location (in this example ‘West Europe’)

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams
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•	 Name the SaaS subscription (in this example Attest) and scroll down to the bottom of the page

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

•	 Enable ‘Recurring billing’

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams
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•	 Click on ‘Subscribe’ to start the subscription procedure

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams - subscription in progress

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

•	 Click on ‘Configure account now’ to configure CyberTwice ATTEST for Teams

You’ll be asked to pick an account to use the configuration with. 

Note:
Make sure to select an Administrator account (preferably the same account used to login into 
Microsoft Azure).
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Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams

•	 Select a Microsoft Admin account to use

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams - Permission request
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•	 Select the ‘Consent on behalf of your organisation’ to accept for your organisation
•	 Click on ‘Accept’ to allow the CyberTwice ATTEST Management Portal to sign in using your 

Microsoft credentials

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams - Activate subscription

•	 Click on ‘Activate’ to activate CyberTwice ATTEST for Teams

Microsoft Azure - SaaS Marketplace CyberTwice ATTEST for Teams - Activated successfully

After successful activation, the purchase of CyberTwice ATTEST for Teams is finished.
The following steps will guide you through the initial configuration of ATTEST. After this configuration, 
ATTEST will record and store the Teams calls for the configured users.
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Step 2: Configuration of ATTEST

ATTEST Management Portal

The Dashboard menu shows information about recordings. This is still empty as there are no 
recordings made.
 
•	 Navigate to the ‘Consent’ submenu to be able to provide consent to CyberTwice ATTEST so it is 

able to record calls

ATTEST Management Portal - Provide Admin Consent
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•	 Click on ‘Provide admin consent’

You’ll be asked to pick an account to use for the configuration

Note:
Make sure to select an Administrator account (preferably the same account used to login into 
Microsoft Azure).

ATTEST Management Portal - Provide Admin Consent
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•	 Select the Microsoft Admin account to use

ATTEST Management Portal - Provide Admin Consent

•	 Click on ‘Accept’ to allow CyberTwice ATTEST the permissions needed to be able to record calls 
for your tenant

ATTEST Management Portal
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After consent has been given to CyberTwice ATTEST, all menus in the CyberTwice ATTEST 
Management Portal are visible.

ATTEST Management Portal

The configuration of users that need to be recorded is done via Microsoft groups. You can use 
Microsoft Azure groups, M365 groups or Teams groups.  

•	 Navigate to the ‘Recording’ menu to define the users to record

ATTEST Management Portal
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•	 Navigate to the ‘Groups’ submenu
•	 Click on ‘Assign’ to select a group for recording

ATTEST Management Portal

•	 Select the group that contains users that need to be recorded. You can also search the required 
group by typing the name in the ‘Select group’ bar

ATTEST Management Portal

Once selected, the group is displayed (in this example the group is called ‘Testteam’)
 
•	 Navigate to the ‘Status’ submenu

ATTEST Management Portal
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The configuration of the group within CyberTwice ATTEST is now done. However, Microsoft needs to 
know for which users it needs to record the calls. 
CyberTwice ATTEST automatically created a PowerShell script to configure the right settings for 
Microsoft Azure. 
Download the script, run it in Microsoft PowerShell to configure the recording.
 
•	 Click on ‘Download’ to start downloading the PowerShell script

Teams Recording Configuration PowerShell script
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•	 Right Click on the downloaded Teams Recording Configuration Powershell script
•	 Choose ‘Run with PowerShell’ 

PowerShell running Teams Recording Configuration script

PowerShell will most probably inform you about the execution policy. It may be enough just to 
indicate that you would like to run the script anyway, but sometimes you will need to allow to run the 
script explicitly.

•	 Click on ‘[A] Yes to All’ to run the PowerShell script

PowerShell running Teams Recording Configuration script
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•	 When PowerShell indicates that PowerShell modules need to be installed, press -any key- to open 
PowerShell with administrator privileges so that the needed modules can be installed

PowerShell running Teams Recording Configuration script

•	 Click on ‘Yes’ to start open PowerShell with administrator privileges

PowerShell running Teams Recording Configuration script
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PowerShell running Teams Recording Configuration script
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After installing the required PowerShell modules, it needs to connect to Microsoft Teams.
You’ll be asked to pick an account to log in to Teams with. 

Note:
Make sure to select an Administrator account (preferably the same account used to login into 
Microsoft Azure).

PowerShell running Teams Recording Configuration script
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After logging in to Microsoft Teams it needs you to log in to Microsoft Graph.
•	 Select the account you just logged in with

PowerShell running Teams Recording Configuration script
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•	 Click on ‘Accept’ to grand Microsoft Graph the required permissions. Also enable ‘Consent on 
behalf of your organization’

PowerShell running Teams Recording Configuration script

•	 After the script ran successfully, press -enter- to close PowerShell

ATTEST Management Portal
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The ‘Recording - Status’ menu in the CyberTwice ATTEST Management Portal now shows that the 
recording configuration in ATTEST and Microsoft Teams is in sync.

The menu ‘Processing’ can be used to enable transcription (speech-to-text) of recordings and set the 
retention time (how long the recordings should be available).
 

ATTEST Management Portal - Transcription

ATTEST Management Portal - Retention

ATTEST Management Portal - Replay
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By default, all calls can be searched and played back by users with ‘Global Administrator’ rights. This 
can be disabled in the ‘Global’ submenu.

•	 Navigate to the ‘Groups’ submenu

ATTEST Management Portal - Replay - Groups

In this menu, you can assign permissions to who has access to the recorded calls. This is also 
group-based, so that you can assign multiple groups with different search and playback rights.

•	 Click on ‘Assign’ to assign groups and set the search and replay rights

ATTEST Management Portal - Replay - Groups
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•	 Select the group and assign the permissions

ATTEST Management Portal - Replay - Groups

•	 Click on ‘Add’ to add the group with its permissions

ATTEST Management Portal - Replay - Groups

Configuration of CyberTwice ATTEST for Teams is now done.
The last step is to add the ‘ATTEST Replay app’ to the Teams environment.

ATTEST Replay is the app that allows you to search and replay calls intelligently.
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Step 3: Setup ATTEST Replay in Microsoft Teams

Teams - ATTEST Replay install

•	 Log in to Microsoft Teams and Click on ‘Apps’ in the sidebar to open the Teams App store

Teams - ATTEST Replay install
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•	 Search for ‘cybertwice’, click on ATTEST Replay

Teams - ATTEST Replay install

•	 Click on ‘Add’ to install ATTEST Replay. Company policies might prevent you from installing apps. 
In that case, please consult your IT department

Teams - ATTEST Replay
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•	 Once installed, Click on ‘Log in’ to login to ATTEST Replay. It will use the same account as used 
to login to Microsoft Teams.

Permission request

•	 Click on ‘Accept’ to grand ATTEST Replay the required permissions to log in. Also enable 
‘Consent on behalf of your organization’

Teams - ATTEST Replay
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At first start of ATTEST Replay, no calls are available as no recording are made yet.

Teams - ATTEST Replay
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•	 Pin ATTEST Replay to the sidebar for easy and quick access by by right-clicking on the ATTEST 
Replay logo

Teams - ATTEST Replay

Recordings will automatically show up in ATTEST Replay. Please know that it can take up to 15 
minutes after a call is made before it is available for replay.
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