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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

CyberGate

Microsoft Teams is the hub for team collaboration in Microsoft Office 365 that integrates people,
content, conversations and tools your team needs. Via the CyberGate application that runs in
Microsoft Azure you can now connect an AXIS Nework Video Door Station to your Microsoft Teams
environment. Microsoft Teams users can answer incoming calls from- or place outgoing calls to the

intercom — with 2-way audio and live video — on the Teams desktop client, Teams desk phone or
Teams Smartphone app and open the door for visitors.

I Note: For instructions on how to purchase and configure the CyberGate service, see our
Tech Note: ‘Connect a SIP Intercom to MS Teams using the CyberGate service’. !
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

AXIS Network Video Doorstation

For this document the AXIS A8105-E Network Video Doorstation (from now on named ‘AXIS’) is used
to connect to the CyberGate service (from now on named ‘CyberGate’).

This manual also applies to the following Axis Video Doorstations:

* Axis ASO04-VE
* Axis A8207-VE
* Axis 18016-LVE

Follow the next steps to configure the AXIS to connect it to CyberGate.
Connect the AXIS

Connect the AXIS to the network, power it on and open a webbrowser to its IP-address.
Create a password for the ‘root’ user and click ‘OK’

..............

Set password over HTTPS

Secure configuration of the root password via HTTPS requires a certificate which will be
created automatically.

Use HTTPS

User Setup using HTTP
User name: roat
Password (max 64 characters.): | L &%
Confirm password:
0K
The password for the pre-configured administrator root must be changed before the
product can be used.
If the password for root is lost, the product must be reset to the factory default

settings, by pressing the button located in the product's casing. Please see the user
documentation for more information.

ONVIF will be disabled.
To enable ONVIF go to Setup > System Options > Security > ONVIF

Login as ‘root’ with the just created password

Log in to 192.168.160.32:80

Your password will be sent unencrypted.

Remember this password
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Set the Capture Mode:

AXISa
Configure capture mode
Capture Mode: WUXGA 1920x1200 (16:10) @ 25/20 fps (WDR) 7]

OK

Capture mode defines how the image data will be taken with a priority given to either
resolution or frame rate.

MNote: The Capture mode is intended to be set the first time the camera is configured. If
changed later, some settings will be either removed or reset.

Set the used power line frequency:

Power line frequency
What power line frequency is used at your location?

Set the correct power line frequency in order to prevent image flickering. Select 50 Hz
or 60 Hz and click OK to continue.

Note: Power line frequency is different in different geographic regions. In the Americas,

60 Hz is usually used; most other parts of the world use 50 Hz. Local variations may
apply, always check with the local authorities.

When logged-in, the live view opens

AXIS A8105-E Network Video Door Station Live View | Setup | Help
White mdocls s Snapshot | | Door
1 ==Y ) Y | e Bo (i)

Door 2020-10-06 12:03:06
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At the top, click ‘Setup’

AXIS A8105-E Network Video Door Station
Basic Setup

Live View | Setup | Help

~ Basic Setup

Instruction:

Ut " Before using the AXIS AB105-E Network Video Door Station, there are certain settings that should
1 Users be made, most of which require Administrator access privileges. To quickly access these settings,
2 TCP/IP use the numbered shortcuts to the left. All the settings are alse available from the standard setup

3 Date & Time
» 4 Video Stream
5 Audio Settings
6 VoIP Settings
*» Video & Audio
» VoIP
» Live View Config
+ Detectors
+ Applications
+ Events
+ Recordings
Languages
» System Options

About

AXIS

~ Basic Setup

AXIS A8105-E Network

links in the menu.

Note that the only required setting is the IP address, which is set on the TCP/IP page. All other
settings are optional. Please see the online help for more infarmation.

Firmware version: AB105 200924 084548 R1.65.4.2
MAC address: AC:CC:8E:C4:60:29

Date & Tim|

Click on ‘Date& Time' to set the correct Time zone.

GMT-06 [Chicago, Dallas, New Orleans)

GMT-06 (Mexico City)

GMT-06 (Cuba)

GMT-06 (New York, Toronto, Washington DC)
GMT-04:30 (Bolivarian Republic of Venezuels)
GMT-04 [Paraguay)

GMT-04 (Chile)

Instructions (oM SR T G T-04 (Charlettetown, Manaus)
1 Users GMT-03:30 (Newfoundland)
2 TCP/IP GMT-03 (Brazilia, Saa Paulo)

3 Date & Time

New Server Time |

GMT-02 (Noronha, Mid-Atlantic)
GMT-01 (Azores, Cap Verde Isl.)

» 4 Video Stream Time zone: GMT (Dublin, Lisbon, Londan, Reykjavik)
5 Audio Settings glﬂ.m' . - ilm'm,swddm,“m)
6 VoIP Settings L2 RS IR
o Time mode: BMT+02 (Egypt]
GMT+02 (israel)
* Video & Audio GMT+02 (Johannesburg)
GMT+02 {Lebanon)
GMT+02 (Syria)
b
Nalp GMT+03 (Istanbul)
- " GMT+03 (Moscow)
¢ Live View Config GMT+03 (Riyadh)
GMT+03 (Iraq)
» Detectors GMT+03:30 (iran)
GMT+04 (Abu Dhabi, Baku)
TR GMT+04:30 (Kabul)
+ Applications Date & Time GMT+05 (Islamabad, Karachi, Tashkent)

» Events

+ Recordings
Languages

» System Options

About

Click the Save button to confirm.

B CyberTwice™.

Specify date format:

Specify time format:

GMT+08:30 (Bombay, Calcutta, New Delhi)
GMT+05:46 (Kathmandu)

BGMT+06 (Novosibirsk, Omsk)

GMT+08:30 (Rangoon)

GMT+07 {Bangkok, Hanol, Jakarta)

GMT+08 (Belfing, Hong Kong, Shanghal)
GMT+08 (Perth)

GMT+09 (Osaka, Sappere, Tokyo, Seoul]
GMT+09:30 (Darwin}

GMT+09:30 (Adelaide)

GMT+10 (Canbarra, Hobart, Melbourne, Sydney)
GMT#11 (Soloman Isl.)

GMT+11:30 (Norfolk)

GMT#12 (Auckland, Wallington)

GMT#12 (Fiji)

GMT+12 [Kamchatka)

GMT+12 (Marshall isl.)

GMT+12:45 (Chatham}

GMT#13 (Tongatapu, Nuku'alofa)

GMT-14

Setup | Help
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Configure the AXIS Network Video Doorstation for the CyberGate service

Click on ‘VolIP Settings’ and at Account settings ‘Configure’

AXIS AXIS A8105-E Network Video Door Station Live View | Setup | Help

~ Basic Setup
Instructions
1 Users
2 TCP/IP
3 Date & Time

» 4 Video Stream

5 Audio Settings
6 VoIP Settings

+ Video & Audio

» VoIP

» Live View Config

+ Detectors

+ Applications

» Events

+ Recordings
Languages

» System Options

About

VoIP Overview (2]
SIP Setup Assistant
Start the setup assistant for easy SIP configuration. start...
SIP Settings
SIP: Disabled
Allow incoming SIP calls: Disabled
SIP port: 5060
SIP TLS port: 5061
Configure
VoIP Action Rules
Name Trigger Action Reciplent __ Schedule
AUDIO: Calling Call - State Play Audio Clip .
AUDIO: Stop on Active call  Call - State Stop Audio Clip
AUDIO: Stop on Idie call Call - State Stop Audio Clip
BUTTON: VMS call Input Signal - Digital . ca) wMs
Input Port
LIGHT: Active call Call - State Activste Highkan
Active
; 3 Activate Light on
LIGHT: Calling Call - State e
Configure
Account Settings
Name SIP address Reg. status Call status
peer-to-peer 5ip:192.168.160.32
Configure

Remove the default ‘peer-to-peer entry with ‘Remove’, after that add a new entry by clicking on ‘Add’

AXISa AXIS A8105-E Network Video Door Station  Live View | Setup | Help

+ Basic Setup
+ Video & Audio

- VolP
Overview
SIP Settings
VMS Settings

Account Settings

DTMF Settings
+ Live View Config
+ Detectors
+ Applications
+ Events
» Recordings
Languages
+ System Options

About

Account Settings (2]

MName SIP address

Transport Default Reg. status

sip:192.168.160.32

Add... Modify.. [ Remever
Test SIP Call
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Provide the following information:

Name Name of the SIP account, in this example ‘CyberGate’
Default account Enable by checking the checkbox

User ID Use the Username provided by the CyberGate service
Authentication ID Will be the same as the User ID

Password Use the Password provided by the CyberGate service
Caller ID Use the Username provided by the CyberGate service
Domain name Use the domain name of your organisation

Register address cybergate.cybertwice.com

Click the Save button to confirm.

Add Account (2]

General Network  Video
Account Information
Narme:

Account enabled

Default account (Note that only one account can be the default account. )
Account Credentials

User ID: This field is required.
Use User ID as Authentication ID

Authentication ID: This field is required.

Password:

Caller ID:

SIP Server Settings
IPv6 s not enabled

Domain name:
Registrar address:
Secondary SIP Server

Incoming SIP Calls
7 Auto answer

Sawve Cancel

I oo I



CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Click ‘Network’ to set the SIP connection parameters
By default it uses UDP to connect to CyberGate. You can change it to TCP when needed.

Modify Account (?)

General | Network Video
Trau‘mi:ort Settings
Prioritize IPv6
Enable SIPS
Transport mode: uop B
Media encryption: none a8
Allow port update messages through MWI
Proxy Settings

Address Username

Add...

Account Status

Reg. status: @ OK (200)

Save Cancel

To establish a secure connection to CyberGate, modify the following settings:

Transport Mode Change to TLS
Media Encryption | Change this to SRTP Mandatory

Click the Save button to confirm.

These settings ensure that the SIP traffic and the audio / video are encrypted.
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CyberTwice

Configure the AXIS Network Video Doorstation for the CyberGate service

Click ‘Video' to set the video parameters for SIP
Set the Resolution to 720p and set the View area to Landscape.

Modify Account

General Metwork  Video

Video Settings:

Resolution: s pixels
XVGA (1024x768)

Frame rate: VEA [640xA80)

) QVGA (320x240)

View area ACIF/4SIF (704x576)
CIF/SIF (352x288)
GCIF (176x144)
Corridor UVGA (960x1280)
Corridar 720p (720x1280)
Corridar SVGA (B00x800)
Corridor VGA [4B0xB40)

Account Status

Reg. status: @ OK (200)

Save Cancel

Modify Account

Genearal Network

Video Settings:

Resolution:
Frame rate:

View area:

Account Status

Video

720p (1280x720) 2 pixels

Reg. status: @ OK (200)

Click the Save button to confirm.

I oo I
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Click on ‘SIP Settings’ and enable SIP by checking ‘Enable SIP”:

AXISa AXIS A8105-E Network Video Door Station  Live View | Setup | Help

S R SIP Settings (2]
» Video & Audio SIP Setup Assistant
- VoIP Start the setup assistant for easy SIP configuration. Start...
Overview
SIP Settings
VMS Settings SIP Settings
Account Settings [ Enable SIP
DTMF Settlngs Calling timeout (seconds): 60
¢+ Live View Config Incoming SIP Calls
Allow incoming SIP calls
» Detectors
Port Settings
+ Applications SIP port: 5060
SIP TLS port: 5061
+ Events L
RTP start port: 4000
+ Recordings NAT Traversal
Enable IPv6 here
Languages
Enable ICE
» System Options Enable STUN
Enable TURN
About
Audio Codec Settings
Avaitabie codecs
L16/8000 (8000 Hz) PCMU (800D Hz)
speex/16000 (16000 Hz) - PCMA (BOOO Hz) T
speex/8000 (8000 Hz) R opus (48000 Hz) .
G.726-32 (BOOD Hz) L16/16000 (16000 Hz)

Advanced SIP Settings
Disable Automatic UDP to TCP Switch

Disable contact rewrite

Disable via rewrite

Max call duration (seconds): 3600

Registration Interval (seconds): 300

DTMF payload type: 96

H.264 packetization mode: L - |

Audio direction: Send and recelve |9
Video direction: Send only 1]

Click the Save button to confirm.
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Click on ‘Events’:

AXISa AXIS A8105-E Network Video Door Station
Live View | Setup | Help
K Bk Bk Action Rules (2]
) _ Action Rule List
* Video & Audio Name Trigger Schedule Action Recipient
[ AUDIO: Calling Call - State - Play Audio Clip
* VolP ] AUDIO: Stop on Active call Call - State = Stop Audio Clip
F]  AUDIO: Stop on Idle call  Call - State - Stop Audio Clip
¢ Live View Config = BUTTON: VMS call m.:‘ut Signal - Digital Input _ Make Call VMS %]
» Detectors E]  LIGHT: Active call Call - State - Activate Light
F1  UGHT: Calling Call - State - Activate Light
» Applications El  UGHT: Iidie Call - State - Activate Light
. TAMPERING: Shock Detectors - Shock
B getected Detacdon - . OUpOE ot
~ Events )  TAMPERING: Tilt detected Detectors - Tilt Detection - Output Port
Action Rules
Recipients
Schedules Add..  Copy..  Medify..  Remove
Recurrences
* Recordings
Languages
* System Options
About
. ‘ .. ’ f ’ e
Click on ‘Recipients’ and ‘Add’ to add the recipient to call
AXISa AXIS A8105-E Network Video Door Station
Live View | Setup | Help
¢ Basic Setup Recuplents 0
i ) List
* Video & Audio Name Type Address Upload path User name
* VoIP

* Live View Config
¢ Detectors

» Applications

~ Events

Action Rules

Recipients
Schedules Add... View... Copy... Remove

Recurrences
* Recordings
Languages
» System Options

About
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CyberTwice

Configure the AXIS Network Video Doorstation for the CyberGate service

Provide the following information:

Name Name of the recipient, in this example ‘Teams User’
Type Select ‘SIP’
To SIP address Use the Teams user address with after the @ cybergate.cybertwice.com

instead of your own domain. (name.name@cybergate.cybertwice.com)

Recipient Setup (2]
Name: Teams user
Type:

From SIP account:
To SIP address: koos.ridder@cybergate.cybertwice.com

Test

Test the connection between the selected SIP account and the specified SIP address. The call will
end automatically,

Select SIP account: = Cybergate (UFSGXTWIP... 5 Test

Click the Close button.

The recipient is added

I ¢ berTviceo- [ VI
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Close
[
AXIS o AXIS A8105-E Network Video Door Station
Live View | Setup | Help
» Basic Setup Recipients
) _ Recipients List
' Video & Audio Name Type  Address Upload path User name
Teams user sIP koos.ridder@cybergate.cybertwice.com -
» VoIP
+ Live View Config
+ Detectors
+ Applications
~ Events
Action Rules
Recipients
Schedules Add... View... Copy... Remove
Recurrences

* Recordings
Languages
» System Options

About




CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

Click on ‘Action Rules’ and select the Teams user at the ‘Button’ action. Doing this will result in the
calling of the Teams recipient when the button on the AXIS is pressed.

AXIS s AXIS A8105-E Network Video Door Station
Live View | Setup | Help
e —— Action Rules (2]
) . Action Rule List
* Video & Audio Name Trigger Schedule Action Recipient
AUDIO: Calling Call - State - Play Audio Clip
* VoIP € AUDIO: Stop on Active call Call - State - Stop Audio Clip
€ AUDIO: Stop on Idie call  Call - State - Stop Audio Clip -
» L i i .
Live View Config BUTTON YME Gl E'R“' Signal - Digital Input _ — (e 1)
vMS
» Detectors LIGHT: Active call Call - State - Activate Light
LIGHT: Calling Call - State - Activate Light
H o rs - Sho
B getected Detection . uput Fort
~ Events TAMPERING: Tilt detected Detectors - Tilt Detection - Qutput Part
Action Rules
Recipients
Schedules Add... Copy... Modify... Remove
Recurrences

* Recordings
Languages
+ System Options

About

After this, press the button on the AXIS to call the Teams recipient.

If configured correctly, the Teams client will notify you of an incoming call. Answer it by clicking the
answer button.

Intercom

is calling you

The call will be established and video will be displayed within +£3 seconds.
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CyberTwice Configure the AXIS Network Video Doorstation for the CyberGate service

To run configured actions (such as door opening) from the Teams call, click on the three dots (...) in
the call screen and select the ‘Keypad'.

Use the dtmf code (as configured in the menu VoIP-DTMF Settings), this will trigger any action to use
dtmf (as configured in the menu Events-Action Rules).

Note:
For instructions on how to configure DTMF on the AXIS A8105-E, please see page 40 of the AXIS
A8105-E manual, downloadable on the CyberTwice support site ).
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https://support.cybertwice.com/download_attachment.php?kb_att=144

CyberTwice

Document History

Configure the AXIS Network Video Doorstation for the CyberGate service

Document Version | Date Author | Change

1.0.0 06-10-2020 |KR Initial version

1.0.1 13-01-2021 |KR Added page numbers to the document and changed
receiptient SIP address (page 8)

1.0.2 26-08-2022 KR Added Secure SIP chapter
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