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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

C CyberGate

Microsoft Teams is the hub for team collaboration in Microsoft Office 365 that integrates people,
content, conversations and tools your team needs. Via the CyberGate application that runs in
Microsoft Azure you can now connect a CASTEL XELLIP Audio Video Intercom to your Microsoft
Teams environment. Microsoft Teams users can answer incoming intercom calls — with 2-way audio
and live video — on the Teams desktop client, Teams desk phone or Teams Smartphone app and
open the door for visitors.

CyberGate is a subscription based Software-as-a-Service (SaaS) hosted in Azure. With CyberGate
there is:
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no need to setup a hosting environment,

no need to download or install any software from CyberTwice or a 3rd party,

no need to install additional Virtual Machines,

no need for a Session Border Controller (SBC) or extra licenses for your existing SBC
no need for to get additional PSTN like phone numbers for your SIP intercoms.

Note:

For instructions on how to purchase and configure the CyberGate service, see our Tech Note:
‘Connect a SIP Intercom to MS Teams using the CyberGate service’. (https://support.cybertwice.
com/knowledgebase.php?article=6).
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

C CASTEL XELLIP Audio Video Intercom
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For this document we used the CASTEL XE VIDEO 1B (from now on named ‘Castel’) to connect to the
CyberGate service (from now on named ‘CyberGate’). All other CASTEL XELLIP Audio Video intercoms

will also work with CyberGate.

Follow the next steps to configure the Castel to connect it to CyberGate.

This manual also contains an Appendix: Install the CyberGate App.
It describes the installation and usage of the CyberGate app for Microsoft Teams.

Use the CyberGate app for Microsoft Teams to:

« Open the door of the intercom by simply clicking on an Open-door button

« See the status of your intercom and calling the intercom from Teams by clicking on just one
button

« Set your Availability status in a configured CyberGate Multi-ring group with one click

Installation of the CyberGate app for Microsoft Teams is highly recommended.

Connect the Castel

Connect the Castel to the network, power it on and open a webbrowser to its IP-address.
Sign in with the configured or supplied username and password of the Castel.

When successfully signed-in successfully, the first menu shown is the System-Information menu.

A ¥ B O 2L B % Friday 29 July 2022 11:5312
C ASTEL Home System Calls Services  Synchronic Users Reports  Maintenance Q ® x castel ~
4 @ Station N

L Inetwork About the device States ~
3 - Buttons

- P Model XEVIDEO-1B
b inputs Software 201 General v

<%-1: Entree 1 Version (20220323_15h50)

5 Edirea Hardiware Label Poste XEVIDEO-1B
i N 18391830
4" Outputs Version State ® Full Mode

71 Sortie 1
<2 : Sortie 2 Current User castel
Camers Network : Interface Bridge - Current Profile Profil 1(ID : 1)

RErGEEINGTRE Bridge Supervisor Connexion @ Not connected

Multimedia ~

Ip 192.168.160.113
MAC address 00:0E:AF:51:6B:ED Communication status @ Idle
Gateway 192.168.160.1 Call forward
Port status active SIP standalone Inactive
Interface status Connected via port ethl Incoming calls 0
Hostname XE2516bed Outgoing calls 0
Network : Interface ethO(Inactive) » Pending calls 0
Network : Interface eth1(Inactive) » Video Monitoring + nactive
State
Interface ~
Input[Entree 1] @ Inactive ﬂ
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Navigate to the Calls menu.

¥ B

Configure the CASTEL XELLIP Audio Video Intercom

O &/ EH XK

C TEL Home System Calls Services  Synchronic Users Reports  Maintenance

the CyberGate service

Friday 29 July 2022 16:03:24

Q (3@  Qcastel -~

“ E Station

mNetwork

& Buttons

Lap

s Inputs

=1:Entree 1
-<7s-2: Entree 2

-7 Outputs

}-=1: Sortie 1

<2 : Sortie 2

KiCamera

Configuration sip globale

SIP Configuration ~

Global SIP parameters v

UDP SIP Port used for the station 5060
TCP SIP Port used for the station
TLS SIP Port used for the station

Account parameters v

Choose transport type for this account ubP
Disable Castel messages for DTMF commands

Enable synchronisation rtp o
© SIP standalone

Extension number 1

Audio codecs and port ~

Audio RTP port number [7000;65535] 10800

Not authorized Authorized
G722 > PCMU
G729 PCMA

GSM

Video codecs and port ~

Provide the following information:

TCP SIP Port used for the station | 5060

Click the blue Save button when done.
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CASTEL Home System Calls Services

mNetwork

< Buttons
L&ip
<“>Inputs
b1 Entree 1

O &/ EH XK

Synchronic Users Reports  Maintenance

“ H Station Configuration sip globale

SIP Configuration ~

%2 Entree 2 Global SIP parameters v

-7 Outputs
b1 Sortie 1

KiCamera

UDP SIP Port used for the station 5060
<52 : Sortie 2 TCP SIP Port used for the station 5060
TLS SIP Port used for the station

Account parameters v

Choose transport type for this account ubP
Disable Castel messages for DTMF commands

Enable synchronisation rtp (]

© SIP standalone

Extension number 1

Audio codecs and port +

Audio RTP port number [7000;65535] 10800

Not authorized Authorized

G722 > PCMU
G729 PCMA
GSM

Friday 29 July 2022 16:03:24

Q (3@  Qcastel -~
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

C Click the blue ‘+" symbol to add the SIP server.

A o L O ) 3 =] b3 Friday 29 July 2022 16:00:57

C TEL Home System Calls Services  Synchronic Users Reports  Maintenance

Q (3 Qcastel ~

+ m Station Configuration sip globale Serveur X
t mNetwork

4 Buttons

= SIP Configuration ~

4" Inputs
}=<"1:Entree 1
.2 Entree 2 Account parameters v
47 Outputs -
|-==1: sortie 1
<22 : Sortie 2 Choose transport type for this account UDP v

Camera R
Disable Castel messages for DTMF commands
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Enable synchronisation rtp
© SIP server

Extension number

Enable user management (m}
Password

Server address 1

Server address 2

Server address 3

Registration period 3600

SIP advanced parameters

Outbound proxy

Audio codecs and port v

Audio RTP port number [7000;65535] 10800
Not authorized Authorized
G722 > PCMU

G729 PCMA

GSM

Video codecs and port «
Disable encoding ]
Video RTP port number [7000;65535] 10802
Unauthorized Authorized
H263 > H264
H263-1998

VP8

MPAV-ES

Protocols used to send DTMF commands

RFC-2833
SIPINFO

Video settings ~

Image resolution CIF (352x288) v

Enable bandwidth management (]

Save Cancel

Provide / change the following information:

Account parameters

Label Label the server ‘CyberGate’

Choose transport type for Change to TCP
this account

Extension number Use the Username provided by the CyberGate Management Portal
Password Use the Password provided by the CyberGate Management Portal

I Coerice - [
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Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

Server address 1

cybergate.cybertwice.com

Audio codecs and port

Authorized

Only: G722

Video settings

Image resolution

Change to HD (1280x720)

Click the blue ‘Save’ button when done.

w
System
“ E Station
mNetwork
s Buttons
- |P
<" Inputs

<+1:Entree 1
-2 : Entree 2

-7 Outputs
|11 Sortie 1

<722 : Sortie 2

KiCamera

S 2

Configuration sip globale

SIP Configuration ~

SIP registration status

B X

Services  Synchronic Users Reports

Maintenance

CyberGate %

Registered on server(s): cybergate.cybertwice.com o

Account parameters ~

Label

Choose transport type for this account

Disable Castel messages for DTMF commands

Enable synchronisation rtp
© SIP server

Extension number
Enable user management
Password

Server address 1

Server address 2

Server address 3

CyberGate

TCP

83YRYXUMHOKYFD7YIE99

cybergate.cybertwice.com

Registration period 3600
SIP advanced parameters
Outbound proxy
Audio codecs and port v
Audio RTP port number [7000;65535] 10800
Not authorized Authorized
GSM > G722
G729
PCMA
Video codecs and port +
Disable encoding (m]
Video RTP port number [7000;65535] 10802
Unauthorized Authorized
> H264
H263
H263-1998
MP4V-ES
Protocols used to send DTMF commands ~
RFC-2833
SIPINFO =]

Video settings ~

Image resolution

Enable bandwidth management

HD (1280x720)

0

Cancel
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CyberTwice

@—‘i« SIP Configuration

4 | station
r mNetwork
s - Buttons
- |P
L <"=Inputs
| F<+=1:Entreen
| b2 Entree 2
L/Z'Ou(puts
“ <21 Sortie 1
~2.2:: Sortie 2
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CASTEL Home System Calls

Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

Navigate to Calls - DTMF commends to configure the DTMF key to open the door.
Add a DTMF code by clicking on the ‘+’ symbol

B O &2 B X

Services  Synchronic Users Reports  Maintenance
|
Calls settings ) Audio fo} Video

Code i Command label

Friday 29 July 2022 16:08:29

Q 3 Qcastel v

{ DTMF commands

Search:

No data available

Showing 0 entry

Select the DTMF command to us to open the door (in this example DTMF command 0)

A = L
CASTEL,  Home  System Calls

B O & B XK

Services  Synchronic Users Reports  Maintenance
et

Friday 29 July 2022 16:08:39

Q @ Qcastel v

@ SIP Configuration

g u Station
mNetwork
= Buttons
S|P
"> Inputs
b1 : Entree 1
<=2 : Entree 2
~~, Outputs
fe21 : Sortie 1
L2 Sortie 2
~{_KCamera

Cm Calls settings ) Audio

Command label

No data available

"‘C DTMF commands

Search:

K-

B DTMF command 0

Showing 0 entry

E DTMF command 1
B DTMF command 2
ﬁ DTMF command 3

B DTMF command 4
E DTMF command 5
[ DTMF command 6

Ll e )

Provide the following information:

Label of the relation

Label the door open action (Door Open)

At ‘List of actions’, click op the ‘+' symbol to add the action.

A
CASTEL Home System Calls

@« SIP Configuration

N
S & EBE X
Services  Synchronic  Users Reports  Maintenance

_
& Calls settings ) Audio fff Video

Friday 29 July 2022 16:08:58

Q @ Qcastel v

o m Station
--mNelwork
& Buttons
Lssip
- s Inputs
b1 Entree 1
~<">2:Entree 2
~2 Outputs
|21 Sortie 1
L2 Sortie 2

[_Kcamera

Configuration of a relation ~

Label of the relation [ Door Open ]

List of conditions E =

Reception of a DTMF command - Audio - 0
List of actions E

(]

o DTMF commands

B oo I




Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

LoOaa a prorie =
}1 - Friday 29 July 2022 16:09:13
Send a notification

Simulate a key pressed Q @ x castel ~
Unload temporary profil

A v { B

EL Home System Calls Services

O

New action

SIP Configuration r{ DTMF commands

Type of action Send SMS

i [f station Load a quarantine profile
»‘mNetwork A

& Buttons Enunciate the IP address
= Text to speech

Label of the relation Door Open Emit a tone

}-<"1: Entree 1 Play a sound file
L2 : Entree 2 Stop a tone
< Outputs List of conditions Make a call

!«/_1 : Sortie 1 Hang up
/.2 : Sortie 2 Accept a call
~[_KiCamera Transfer a call
Send a DTMF command
Forward the calls
List of actions Drop forwarding calls
Noise Auto Detection
Stop the streaming
QR Code & Barcode Auto Detection

Reception of a DTMF command - Audio - 0
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(Clvel Inhibit the input
Force inhibit
Set the counter value
Increase the counter value

Force
Stop to force

Restart reader

Change the following information:

During (1/10 sec.) Change to 50 (for 5 seconds door opening) - in this example

Click the blue ‘Memorize’ button to save the action.

@ > of | O ® ‘ }1 Friday 29 July 2022 16:09:34

~A QTR Home System Calls Services %)
CASTEL : © castel
New action Lo 2
SIP Configurati DTMF d
o0 Type of action Engage the output :C SOmnanes
o . Station Select an output Sortie 1 -
7mNe!work
i Buttons Start after (1/10 sec.) 0
L lP .
L = inputs During (1/10 sec.) 50 =
-1 Entree 1 Desired state On &

L-%2: Entree 2

+—="7 Outputs is]
i o

|

=72 Sortie 2
: ot Reception of a DTMF command - Audio - 0
{_KCamera l : I l:l

List of actions i

Save Cancel

B CyberTwice™. 7



CyberTwice

Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

C Click on the blue ‘Save’ button to save the action.

A o \. (S) ! § |§ x Friday 29 July 2022 16:09:46

CASTEL Home System Services  Synchronic Users Reports  Maintenance Q ® x castel v
I
@4 SIP Configuration 8 S Calls settings rJh Audio { DTMF commands
4 w Station
[Inetwork Configuration of a relation ~
= Buttons
- P
- Inputs Label of the relation Door Open

b1 : Entree 1

<72 : Entree 2
~7 Outputs List of conditions i -
|21 sortie 1

~".2 : Sortie 2
Reception of a DTMF command - Audio - 0 n
KlCamera

List of actions i

Engage the output - Sortie 1
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Navigate to Station-Buttons-IP (in the left column) to configure the number to dial.
Provide the following information:

Call 1 sip: Use the Teams user address without the domain part *

* For example, the user ‘Koos Ridder, with the Teams name:
koos.ridder@mycompany.com

will translate to this destination address:
koos.ridder

Click the blue ‘Save’ button when done.

Friday 29 July 2022 15:12:57

2 B X

Save Cancel

CASTEL System Calls Services  Synchronic Users Reports  Maintenance Q ® x castel v
4 a Station
mNelwork Profile : Profil 1 - Button configuration1 ~ Interface commands ~
- Buttons
- IP
= Inputs Button properties v Simulate keypress v
{-<".1: Entree 1
~-Outputs Associated function Call v
{=="21: Sortie 1
%2 Sortie 2 Settings for the function: Call
KiCamera
Authorize to end call or communication by -
a second pressing
Call priority 2 - Normal v
Call type Simultaneous v
In case of failure, repeat calls after a delay 0
of (sec)
Number to call SIP Account Start after (sec.)
Call1 sip: koos.ridder Cybergate v|0
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

Configuration of the Castel is now finished.
Pressing the call button on the Castel will initiate a call to the number that is configured in the
Function key menu.

Intercom

is calling you

To open the door from the Teams call, click on the three dots (...) in the call screen and select the
‘Keypad'.
Use the ‘O’ code, this will trigger the relay in the Castel and open the door.

I e vico o [T



CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A APPENDIX - Install the CyberGate App

Requirements for the CyberGate app

Requirements for using the CyberGate App:

1. A subscription to one of the following CyberGate SaaS solutions:
» CyberGate for IP Cameras with Teams
« CyberGate for IP Paging with Teams
« CyberGate for IP Intercoms with Teams

2. Access to the Microsoft Teams admin portal

X
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Introduction

The CyberGate Teams app is an app that can be installed in your Microsoft Teams client. It is
developed to offer extra functionality using CyberGate.

The CyberGate app has three main features:

1. When using CyberGate Multi-ring groups, the app allows you to set availability status in a Multi-
ring group

2. It offers a Devices overview page. This page shows the current status of the device (online or
offline) and features a Connect-button. Using this button you can initiate a call from Teams to the
device with just one click

3. Easily open the door during a Teams call with an intercom device by clicking a Door open button

This manual will describe the installation of the app and all three features in detail.

The installation of the CyberGate app for Microsoft Teams as described in this document makes
the CyberGate app available for every user in the organisation. Of course this can be modified by
selecting different user groups and / or setup policies to match the policies of your organisation.

I ¢ berTviceo- [ T



TEL XELLIP Audio Video Inter

A Installation

How to install

e Log in to the Microsoft Teams Admin Portal (https://admin.teams.microsoft.com)

: Microsoft Teams admin center £ search B &
x
S | @ Dashboard Overview  Collaboration activity
oy N 2 Edit
(<5 ©  Teams Premium ®
Q oA v Announcement Deployment task status Self-help diagnostics
<C
. . Ce If-hell
Teams Android devices are Sl
& Users v o " Use the Start button to create a Teams
moving to AOSP device service management team for the Ao Sign-in
management features you want to roll out. We'll
&) Teams devices v . " provide you with your organization's Beiiias
Starting May 15, devices auto-update to assessment, task-driven Planner plan
s AOSP DM firmware. Intune and Teams p N SRS 5 STsamia he External Access
B8 Teams apps 4 admins must complete prerequisites or - s )
devices may sign out. — Files
f Meetings v Read about this change Meetings
B Messaging v )
Voice v i
& Vo User search Teams user activity Release notes
[ Teams admin center release
i ast7days Last30days Last90days Last 180 days
& Teams client health . Last7days Last30days Last90days Last 180 day: notes
Search by display or username (oF
EJ Teams app release notes
& Locations v (Current channel)
) [E3 Teams app release notes
o 3 hannal)
* Navigate to the menu Teams apps - Manage apps
VI nu n
i Microsoft Teams admin center £ search B & ?
| @ pashboard Overview  Collaboration activity
Z Edit
@ Teams Premium ®
v Recommendation Deployment task status Self-help diagnostics
Teams ploy p diag
If-| i
Set up custom alerts to get ~ Combaon seff helpiuees
& Users v o e o Use the Start button to create a Teams
notified about meeting issues in . service management team for the TR Sign-in
real-time features you want to roll out. We'll
D) Teams devices v provide you with your organization's Dekicas
Investigate and fix meeting audio, video, assessment, task-driven Planner plan
content sharing and network issues with Y and other resources to streamiine the External Access
B Teams.apps ® A ol roll out.
Manage apps l Meetings
Permission policies S5 eilei e ie
Setup policies
User search Teams user activity Release notes
Customize store = d "
leams admin center release
2 Last7days Last30days Last90days Last 180 days ofas
B Meetings v Search by display or username Q
Teams app release notes
(Current channel)
= Messaging v
0 B8 Teams app release notes
(Preview channel)
&, Woice v Recent searches will show up here.
i i1 ni19 w2 w21 w2 w23 e Teams app What's new
M Channel messages B Chat messages W Posts.

Microsoft Teams Admin Portal - Teams apps - Manage apps

B CyberTwice™.
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A e Search for ‘CyberGate’ using the search box. The CyberGate application will show.

i1 Microsoft Teams admin center P search

@ Dashboard Manage apps
Actions

<@

Teams Premium Control which apps are available to install for people in your organization by allowing and blocking apps. You can also upload,
approve, and publish custom apps made specifically for your organization to the app store. After managing apps on this page,
use an app setup policy to pre-install apps for your users. Learn more about managing apps.

B Teams v
& Users v
Apps to consider allowing Pending approval Featured app App details
& Teams devices v
Q Mural

Enal

B8 Teams apps ~ 52 1'377 o 0 thi
E—— Microsoft 365 Certified () Publisher attested (D Submitted custom apps Updated custom apps 0!

| Manage apps

Permission policies

Setup policies

X
§S)
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<

Browse by  Everything v/
Customize store

= A Edit availability 2% Add to team ¢ Customize 1 item cybergate { X = &
Meetings v ) S A

. Name Supportedon () Available to (D Certification () App status ® Publisher Publishing status (D
B Messaging v

CyberGate &

% Voice v Bl i Everyone = Unblocked CyberTwice

& Teams client health

L3

Microsoft Teams Admin Portal - Teams apps - Manage apps - Search for CyberGate

e Select the found ‘CyberGate’ and click on ‘Edit availability’. Set the CyberGate availability to
‘Everyone’ and click ‘Apply’.

Edit availability
& CyberGate
Adds features to the CyberGate Saas servic.

Available to

Apply Cancel

Microsoft Teams Admin Portal - Teams apps - Set availability to ‘Everyone’

B ¢ berTviceo- N VI
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Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

e Navigate to the menu Teams apps - Setup policies

@ Dashboard

©  Teams Premium

Teams

="
& Users

&

Teams devices

B8 Teams apps
Manage apps
Permission policies
Customize store

[ Meetings

B Messaging

R Voice

i)

Microsoft Teams admin center P search

App setup policies

App setup policies control how apps are made available to a user with the Te:
and customize it or create custom policies and assign them to a set of use

se the Global (Org-wide default) policy

App setup policies summary

2 0

Default policies Custom policies

Manage policies Group policy assignment

Opens your app se
+ Add & yuplicat S olicy &8 Manage users
Name T Description Custom policy
Global (Org-wide default) No
FirstLineWorker This is a default app set. No

Q search

Microsoft Teams Admin Portal - Teams apps - Setup policies

e Select the policy ‘Global (Org-wide default)

i Microsoft Teams admin center P search

@ Dashboard

©  Teams Premium

R Teams

& Users

& Teams devices

B8 Teams apps
Manage apps
Permission policies
| setup policies
Customize store

[ Meetings

B Messaging

R Voice

App setup policies

App setup policies control how apps are made available to a user with the Teams app. Use the Global (Org-wide default) policy
and customize it or create custom policies and assign them to a set of users. |

App setup policies summary

2 0

Default policies Custom policies

Manage policies Group policy assignment

+ Add & yuplicat S olicy &8 Manage users

Name T Description Custom policy

Sy —

FirstLineWorker This is a default app set No

Q search

Microsoft Teams Admin Portal - Teams apps - Setup policies - Select

B CyberTwice™.

‘Global’
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A e At 'Installed apps’, click Add apps to add CyberGate

R~
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i Microsoft Teams admin center £ Search

App setup policies \ Global

@ Dashboard lGlobaI (Org-wide default)
9 Teams Premium

Default policy for users who aren't assigned to a policy.
A Teams M
A Users i Upload custom apps © @D off
&5 Teams devices N User pinning © @ o
B Teams apps ~

Installed apps

Manage apps Choose which apps and messaging extensions you want installed in your users’ personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more

Permission policies

| setup policies Add apps that you want to install.
- Add apps
Customize store W

[H Meetings v

Pinned apps
B Messaging ¥ Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i ions, meeting ions, and calling ions; then rearrange them in the order you want them to appear. Learn more
% Voice v

—+ Addapps I Move up <, Move down X Remove 6 items

Teams client health
L v Appbar @ v/ Messaging extensions @ v Meeting extensions @ v Calling extensions @
@ Locations v n ctivi
1 ctivity =
® ® 0]

8 Frontline deploy.. v = No pinned apps No pinned apps No pinned apps

Microsoft Teams Admin Portal - Tean;s apps - Setup policies - Add apps

e Search for CyberGate in the search box, select it and add CyberGate.

Add installed apps

Search for apps you want to add or to see a list
of apns [anage apps.

cybergate

@ CyberGate Sgylect

To add apps, search by their
name above.

Add Cancel

Microsoft Teams Admin Portal - Teams apps - Setup policies - Installed - Search and select CyberGate

I Coerrice o [ VI



ure the CASTEL XELLIP Audio Video Interc he CyberGate service

A The CyberGate app will show as installed.

= App setup policies \ Global

@ Dashboard [Global (Org-wide default)

®  Teams Premium
Default policy for users who aren't assigned to a policy.

" Teams N
£ Users it Upload custom apps © @D o
= clevices v User pinning © @ on
X
o) B Teams apps ~
% Installed apps
o Manage apps Choose which apps and messaging extensions you want installed in your users’ personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more
Q Permission policies
- Add apps. 1item
| setup policies
Customize store Name App ID Publisher
[ Meetings v % CyberGate 8dd84f10-2fbf-4c8b-9116-7eb326bd7c8e CyberTwice
B Messaging v
& woics o Pinned apps L
Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, meeting and calling then rearrange them in the order you want them to appear. Learn more
) Teams client health
~+ Add apps. A 6 items
® Locations v
v Appbar @ v Messaging extensions © V' Meeting extensions © v Caling extensions @
&  Frontline deploy... v
1 n Activi = -
v ® 0 0]
@  Enhanced encrypt No pinned apps No pinned apps No pinned apps
: Plow -

Microsoft Teams Admin Portal - Teams apps - Setup policies - CyberGate added to the organisation

e At Pinned apps, click ‘Add apps’ to add CyberGate to the Teams environment of the users.

Microsoft Teams admin center £ search

= Upload custom apps © @) off

A e User pinning © @ on

©  Teams Premium

Installed apps

AR Teams o Choose which apps and messaging extensions you want installed in your users’ personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more
£ Users v —+Addapps > Remove | 1 item selected

& Teams devices ¥ v Name App ID Publisher

B Teams apps = ° ©  CyberGate 8ddB4f10-2fbf-4c8b-9116-7eb326bd7cBe CyberTwice

Manage apps

Permission policies

Pinned apps
s Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i meeting ions, and calling ions; then rearrange them in the order you want them to appear. Learn more
etup policies
Customize store + Add & v 6items
Add apps
@ Meetings ¥ ‘Apu bor @ e e 7 callingeersions ©
& Messaging v n - =
1 Activity = v N
(0] (0] 0]
No pinned apps No pinned apps No pinned apps
v F !
% Voice 3 O o =
@ Teams client health _
3 Teams =
Locations v
® 4 Bl cotendar =
S8 Frontline deploy v
PIY; 5 B ciing =
@  Enhanced encrypt
6 @ OneDrive = o
B Policy packages
=

= Planning v Cancel
Microsoft Teams Admin Portal - Teams apps - Setup policies - Add CyberGate to the Pinned apps
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A e Search for CyberGate in the search box, select it and add CyberGate

Add pinned apps

Search for apps you want to add or to see a list
of appsge@anage apps.

cybergate

@ CyberGate

X
§S)
=
D
Q
Q
<

To add apps, search by their
name above.

Microsoft Teams Admin Portal - Teams apps - Setup policies - Pinned - Search and select CyberGate
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CyberTwice

@ Dashboard

©  Teams Premium
" Teams

A& Users

&) Teams devices

B8 Teams apps

Manage apps
Permission policies

| setup policies

Customize store
[ Meetings

B Messaging

% Voice

@ Teams client health
@ Locations

A& Frontline deploy...

Enhanced encrypt

M @

Policy packages

Planning

Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A The CyberGate app will show as pinned in the App bar and in the ‘Calling extensions'.

i Microsoft Teams admin center L search L3 & 2 ‘

App setup policies \ Global

|Global (Org-wide default) |

Default policy for users who aren't assigned to a policy.

Upload custom apps © @ on

User pinning @ @ o

Installed apps

Choose which apps and messaging extensions you want installed in your users' personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Leam more

—+ Add apps < Rer 2items
v Name App ID Publisher
S CyberGate 8dd84f10-2fbf-4cBb-9116-7eb326bd7c8e CyberTwice
Pinned apps
Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i ions, meeting ions, and calling then rearrange them in the order you want them to appear. Learn more
+ Add apps I 10 items
v Appbar © v Messaging extensions © v Meeting extensions @ v Calling extensions (6]
1 4 CyberGate = 4 CyberGate =
(0] ©

No pinned apps No pinned apps
2 B sty =

3 E Walkie Talkie =
k) u Chat =
5 B s =
6 Calling =
¥ B cotendar =

8 @& OneDrive =

Microsoft Teams Admin Portal - Teams apps - Setup policies - CyberGate successfully pinned

The policy change will take up to 24 hours. After that, the CyberGate app will be available for the
Teams users in the organisation..
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CyberTwice Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

A Availability

How to use

The CyberGate app uses the same credentials as used for Microsoft Teams. It automatically retrieves
information from CyberGate regarding the Multi-ring groups the user is part of.

In this example, the user koos.ridder@cybertwice.com is part of two Multi-ring groups:
« Sales personnel group
« The wall group

The ‘Sale personnel group’ contains three users and the ‘The wall group’ contains two users.
In the ‘Sale personnel group’, the user koos.ridder@cybertwice.com is supervisor (*) and can
therefore set the availability status of all users in this Multi-ring group. He can also edit this Multi-ring

group (add / remove users).

In the ‘The wall group’, the user koos.ridder@cybertwice.com is a normal user and can only set his
own availability status.

The availability status takes effect immediately.

+ Available: You are available in the Multi-ring group and therefore you can be called by CyberGate
« Unavailable: You are not available in the Multi-ring group and won't be called by CyberGate

T
Q
e CyberGate Availability  Devices Open-door

®

CyberGate App - Availability

Note:

To configure the supervisor role for a Multi-ring group, use the CyberGate Management Portal
(admin.cybergate.cybertwice.com).
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A Devices

=
S
=
[T}
Q
Q
<

How to use

The Devices menu provides an overview of the configured devices in your Tenant. the view is sorted
by location of the devices and the results can be filtered to search a specific device.

Each device is shown as a tile. The tile shows the following information:
« The device type - intercom, camera or audio / paging

« The device name

« The online status - is a device online or offline

« Recording status - is recording enabled for this device

+ Two way video - is two-way video configured for this device

A Connect button is available if a device is configured to be called to from Microsoft Teams. Clicking
on this button initiates a call to this device.

T
7 CyberGate Availability ~ Devices ~Open-door

Q
Alkmaar

CNA Frontdoor Paging 708-
E Alkmaar E 123-456
Al r

Connect Device is offline

The Wall

8028 G2 IP Style intercom M3077-PLVE
E The The Wall E The Wall The Wall

Device is offline Connect Connect Connect

CyberGate App Devices Tab - Configured CyberGate devices

Note:
The devices shown to a user in the Devices menu can be limited using the Device access settings
in the CyberGate Management Portal (admin.cybergate.cybertwice.com).
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A Door-open button

Introduction

The CyberGate app also features a so called ‘Door-open button’. During a call between the intercom
and a Teams user you can easily open the door by clicking on a button on the sidebar.

How to activate

X

iS]
=
(5}
=%
=%

<

Follow the next steps to activate the Door-open button.

« Log in to the CyberGate management portal and navigate to the Basic-Device menu.

CyberTwice @ Koos Ridder
fr in.onmicrosoft.com ~
"”'"'s“‘“'" Device settings
4 Licensing

Create a device entry for each SIP device you are connecting to CyberGate.
Each created device entry contains an authentication username and password to be used in the configuration of your SIP device together with 'cybergate.cybertwice.com' as the registar address.
For detailed instructions on how to configure the SIP device click here for the brand specific manuals.

BAsic

& Global

To make the display name visible and to enable video in Teams, some configuration in the Teams environment is required.

This can be done automatically by executing the script that can be with the button below.

The user to execute this script must have either the Global Administrator role or both the User Administrator role and the Teams Administrator role.

© Network

P Portal access . N
For more information see the manual.

«  Multi-ring

‘&% Meeting Display name Authentication username Password Licensed @ Recorded Teams to device Action
UBALD GG Test location

O Availability

iﬂ Device Test device QVOZTCASCUSHHOASCHFA n AZZ 0000000000 n yes no yes u

CyberGate Management Portal - One configured device
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A + Click on the blue edit button to open the device details and fill in the ‘Open door code’.

+ Click on the blue Update button when done.

Note:
The ‘Open door code’ must match the configured open door code in the intercom device!

Update Device *

Display name

X
iS]
=
(5}
=%
=%
<<

Intercom Frontdoor

Type

Intercom 24

Location

Amsterdam

Record device

@©
Allow 2-way video [:]

[ o

Allow calls from Teams to device

[ o]

Open door code (optional)

Detected 5IP username

MONET

CyberGate Management Portal - Device details
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Configure the CASTEL XELLIP Audio Video Intercom for the CyberGate service

During a call from the intercom, click on the CyberGate logo in the top bar. A sidepanel will open
revealing the Open door button.

L]

Click the button to open the door.

[ T} g

Qﬁ' Apps More Camera

CyberGate
CyberGate

Appendix

CyberGate Management Portal - Open door button
« End the call.

The Open door button is available automatically during intercom calls.
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